Today we are experiencing a major reconsideration of the computing paradigm, as witnessed by the abundance and increasing frequency of use of terms such as ambient intelligence, ubiquitous computing, disappearing computer, grid computer, global computing and mobile ad-hoc networks. Systems that can be described with such terms are of a dynamic, with no clear physical boundary, nature and it seems that it is impossible (or, at least, difficult) 
Introduction
Trust has proved to be a hard to formally define concept for traditional computing systems and many attempts for its definition are primarily based on the intuition as to what are the desirable and non-desirable properties of a specific target system. Such a definition seems to be es-pecially difficult to apply within the realm of the new computing paradigm that seems to have emerged over the last few years. This paradigm is a result of technological advances that made possible the construction of inexpensive, small and equipped with wireless communications capabilities computing devices which are able to form large, "shapeless", global computing systems.
As difficult as it is to define, trust, nevertheless, plays a major role in the viability and usability of a system. The main characteristic of trust is that it is an emergent property in the sense that it can be built into a system as a byproduct of building into it a number of concrete, accurately describable properties and features (e.g. by building into a system a number of strong encryption algorithms, authentication protocols and/or communication robustness mechanisms).
There is much ongoing research on the development and analysis of new trust management models for complex and dependable computer systems. Blaze et al. in [2] proposed the application of automated trust mechanisms in distributed systems. Josang [8] focus on the strong relationship between the notions of trust and security. Moreover a number of schemes for the design of secure information systems have been proposed (see, for example, [3, 7] ) which are based on automated trust management protocols. The composition and propagation of trust information between elements of information systems is also of pivotal concern and a number of research works are devoted to them (see [15, 10, 17, 5] ).
In our work, we take a different route in order to define a new paradigm for trust that suits evolving, "boundarytranscending" computing systems based on the interaction of formal logic and threshold phenomena that asymptotically emerge with certainty in growing combinatorial structures. The departure point of our work is that dynamic, global computing systems are not amenable to a static viewpoint of the trust concept, no matter how this concept is formalized. We believe that trust should be a statistical, asymptotic concept to be studied in the limit as the system's components grow according to some growth rate. Thus, our main goal is to define trust as an emerging system property that "appears" when a set of properties hold, asymptotically, almost certainly in random communication structures that model computing systems and the interaction between constituent devices. This requires, first, that one adopts a random graph model that best suits the target dynamic system (network). Then a number of properties that model facets of trust are stated using first order logic or some second order logic fragment. Moreover, conditions are established under which these properties appear (or do not appear) in the limit, as the system grows.
In this paper we propose an approach for trust evaluation based on the Intersection Random Graph model, denoted by G k,m,p , and the Fixed Radius Random Graph, denoted by G k,R,R0,2 (the number "2" is there because we focus on Euclidean space, i.e. space of dimension 2). According to the former model, each of the k agents selects uniformly at random a subset from a set of m available resources, each of which selected independently of the others with probability p. Then two agents are lined via a "trust" edge whenever their selections contain at least one common resource. According to the latter model, k agents are placed uniformly at random within a circular area of radius R and two of them are linked via a "trust" edge if their distance is at most R 0 .
The Intersection Random Graph model is motivated mainly from the problem of key predistribution in mobile, ad-hoc networks. According to this problem, each node participating in the network is assigned a subset of some globally known key set. Then two nodes are considered able to communicate securely directly (i.e. to be adjacent in the model's terminology) if the intersection of their key subsets is nonempty. The Fixed Radius Random Graph model is motivated by wireless networks in general, where two nodes are able to establish a wireless connection (i.e. to be adjacent in the model's terminology) only if they fall within a certain distance (i.e. their transmission range) from each other. In this paper we use these two models as "testbeds" in order to apply the proposed trust concepts, i.e. in order to define system "trust" properties that emerge though local trust interactions when certain conditions are met.
Random graph models for the global computing paradigm
In this subsection we will refer to the basic random graph models that are currently used to model networks as graphs whose vertices represent network nodes and edges which correspond to a direct connection between pairs of nodes. In what follows, by n we will denote the number of network nodes and by Ω the set of all possible n 2 edges between these nodes.
• Model G n,m : select the m edges of G by selecting them uniformly at random, independently of one another from Ω.
• Model G n,p : include each edge of Ω in G independently of the others and with probability p.
• Model G n,R0,d : generate n points in some ddimensional metric space uniformly at random and draw an edge between two points only if their distance is at most R 0 . This is the fixed radius model.
• Model G k,m,p : each node i of the k available creates a set S i by selecting uniformly at random each of the available m objects with probability p. Then an edge is formed between two nodes i, j only if
∅. This is the random intersection graph model. It was presented in [14] with the name General Random Intersection graph model because the objects can be selected with different probabilities.
There is also another very useful graph model, called the scale-free graph model which is found to accurately model real, fixed topology networks like the Internet. This model, however, cannot model dynamic, structureless networks (such as MANETs) and we will not refer to it further in this paper. Our focus will be the random intersection graph model and the fixed radius model.
3
A brief introduction to the first and second order language of graphs
First order language of graphs
We are interested in discovering conditions under which a random graph model displays threshold behavior for certain properties that can also be relevant to trust or security issues. In this subsection we will be focused on properties expressible in the first order language of graphs. This language can be used to describe some useful (and naturally occurring in applications) properties of random graphs under a certain random graph model using elements of the first order logic.
The alphabet of the first order language of graphs consists of the following (see, e.g., [16] ):
• Infinite number of variable symbols, e.g. z, w, y . . . which represent graph vertices.
• The binary relations "==" (equality between graph vertices) and "∼" (adjacency of graph vertices) which can relate only variable symbols, e.g. "x ∼ y" means that the graph vertices represented by the variable symbols x, y are adjacent.
• Universal, ∃, and existential, ∀, quantifiers (applied only to singletons of variable symbols).
• The Boolean connectives used in propositional logic, i.e. ∨, ∧, ¬, =⇒.
An example of graph property expressible in the first order language of graphs is the existence of a triangle:
Another property is that the diameter of the graph is at most 2 (can be easily written for any fixed value k instead of 2):
However, other equally important graph properties, like connectivity, cannot be expressed in this language.
We will now define the important extension statement in natural language, although it clearly can be written using the first order language of graphs (see [16] for the details): The connection between threshold properties and first order logic was first noted by Fagin in the seminal paper [4] .
In Section 4 we will describe a simple trust model based on the intersection random graph model and in Section 5.1 we will provide conditions under which this model displays threshold behavior and, thus, has (or has not) certain properties related to trust.
Second order language of graphs
Although the extension statement can be used in order to settle the existence of thresholds for all properties expressible in the first order language of graphs in any random graph model, things change dramatically when properties are considered that are expressed in the second order language of graphs.
The second order language of graphs is defined exactly as the first order language (see Section 3.1) except that it allows quantification over subsets of graph vertices (predicates) instead of single vertices. An example of such a property follows (see, e.g., [9] ).
Definition 3.2 (Separator)
Let F = {F 1 , F 2 , . . . , F m } be a
family of subsets of some set X. A separator for F is a pair (S, T ) of disjoint subsets of X such that each member of F is disjoint from either S or from T . The size of the separator is min(|S|, |T |).
In the context of trust, this property may be interpreted as follows. Let us assume that |F i | = 2, modeling an edge of a graph. Thus, the sets F i model a graph's links between pairs of nodes. With this constraint, the separator property says that in a graph there exist two disjoint sets of nodes S and T such that any set of two adjacent (i.e. communicating) nodes is disjoint from either S or T . In other words, it is not possible to have one node belonging to one of the two disjoint sets S and T and the other node belonging to the other. This might mean that no two communicating nodes are authenticated by two different authentication bodies (the two disjoint sets of nodes). Thus, the two nodes can trust each other more since they are not authenticated by two disjoint (i.e. unrelated) authentication bodies. Each of the two disjoint sets may form, for instance, Certification Authority (CA) providing authentication services.
In order to cast the separator property into the language of graphs, we set X to be a set of vertices and the subsets F i to be of cardinality 2 so as to represent graph edges. Then the separator property can be written in the framework of the second order language of graphs as follows
(1) Let us define another property:
Definition 3.3 (Trusted representatives) A graph G has the trusted representatives property if there exists a set of vertices such that any vertex in the graph is an adjacent with at least one of these vertices.
A formal definition using second order logic is the following
The extension statement, cannot, unfortunately, be used in order to examine whether (and under which conditions on the random graph model parameters) the separator property or the trusted representatives property is a threshold property since these properties cannot be written in the first order language of graphs. However, in 1987 Kolaitis and Vardi initiated in [11] a research project in order to characterize fragments of the second order logic that display threshold behavior (i.e. they have a 0-1 law). The interested reader may consult the review paper [12] by the same authors. Without delving into the details, one of the important conclusions reached at by this project is that there are second order fragments that do not have a threshold behavior while other second order fragments do.
Let Σ 1 1 denote the existential second order logic (i.e. formulas contain only existential quantification over second order variables, that is sets). Let FO denote the first order logic formalism and L be any fragment of FO. Then a Σ 1 1 (L) sentence over a vocabulary R is an expression of the form ∃Sφ(R, S), where S is a set of relation variables and φ(R, S) is a first order sentence on vocabulary (R, S). In general threshold behavior is not displayed by Σ 1 1 (see [12] ). Thus, in order to discover fragments of Σ 1 1 that do have such a behavior, a restriction is imposed on the first order part (i.e. the sentence φ written in L) of the sentences considered. This restriction refers to the pattern of quantifiers that appear in the first order sentence φ. Some restricted first order logics that have been studied in connection to Σ 1 1 are the following:
1. The Bernays-Schönfinkel class, which is the set of all first order sentences with quantifier prefixes of the form ∃ * ∀ * (that is, the existential quantifiers precede the universal quantifiers).
2. The Ackermann class, which is defined as the collection of first order sentences of the form ∃ * ∀∃ * (that is the quantification prefix contains only one universal quantifier.
3. The Gödel class, which is defined as the collection of first order sentences of the form ∃ * ∀∀∃ * (that is, the prefix contains two consecutive universal quantifiers).
The separator property defined by (1) 
The trusted representatives property can be proved to be a threshold property since the second order logic fragment Σ 1 1 (Ackermann) has a threshold behavior in general (see [12] ). This means that, asymptotically, it holds with either probability 0 or 1 depending on the random graph model parameters. On the other hand, the separator property is not guaranteed to be a threshold property since the Σ 1 1 (Gödel) second order logic fragment does not display a threshold behavior in general (see [12] ).
Thus, sentences (properties) that can be written in fragments of second order logic that have a threshold behavior (e.g. Σ 1 1 (Ackermann)) are threshold properties. However, some second order logic fragments allow the construction of sentences that have no limiting probability and, thus, are not threshold properties.
It should be stresses that we do not know (perhaps it is not possible to know) whether all possible trust-related properties can be cast either within the framework of first order logic or second order logic.
A generic trust model based on threshold laws for mathematical logic
As we mentioned earlier in this paper, trust is a difficult concept to formalize and handle. What is more, our target framework of global/dynamic computation clusters does not seem to allow a static view of the trust concept, regardless of the way in which this concept is formalized. Our viewpoint is that trust should be a statistical, asymptotic concept to be studied in the limit, as the system's components grow according to some growth rate.
The random graph models described in Section 2, each with its own definition of node adjacency, seem to be suitable candidates for studying the trust concept as the asymptotic appearance of specific trust patterns in the graph. Thus, our practical viewpoint of trust in a dynamic, global computing system is the following:
• First one adopts a suitable random graph model that best suits the target dynamic system (network). For instance, if graph nodes model system components (e.g. sensors) that move about in Euclidean space and adjacency between pairs of them is decided according to the their transmission range, the fixed radius model is a good choice for modeling the network (see, e.g., [13] ). If, however, one is interested in patterns arising in the Internet graph, the preferential random graph model is best.
• Then, one is focused on defining a number of properties that model facets of trust using first order logic or some second order logic fragment. An example of such a property is the triangle property given in Section 3.1 and the separator and trusted representatives properties defined in 1 and 2 in Section 3.2. If the property can be cast into the first order language of graphs, then one is certain that this is a certain property that either is possessed almost certainly by the growing system or it is not possessed almost certainly, depending on its monotonicity. Then the interesting part is to establish relationships among the random graph model parameters that allow the almost certain appearance or disappearance of the property for random systems generated according to the chosen random graph model (this will be undertaken for the intersection graph model in Section 5.1). If the property does not seem to be amenable to definition within the realm of the first order logic, then proceeds to the next step.
• Following the second step, if the property under consideration can only be written using second order logic, then one examines whether the property can be cast into the language of a fragment of the second order logic that has a threshold behavior (e.g. the Σ 1 1 (Ackermann) class). Then one is certain that as the system grows the property holds asymptotically almost certainly or almost never (again depending on its monotonocity). However, if the property seems to be describable only in a second order logic fragment that, in general, does not have a threshold behavior (e.g. Σ 1 1 (Gödel)) then this property should be further examined as to whether it is a threshold property or not. Such a property, called Kernel (see below for a definition) is given in [1] for the G n,p model with fixed p. It is interesting to define second order properties related to trust for a random graph model that have no threshold behavior since then they cannot be guaranteed to hold with probability either tending to 1 or 0 in the limit (i.e. as the size of the graph grows).
The Kernel property, which we believe can be the prototype for discovering other non-threshold properties, is defined in the context of directed graphs. The language of directed graphs is the same as the language of undirected graphs with only difference that the predicate A x,y that signifies adjacency between x and y is not symmetric. A random digraph, according to model G n,p is constructed by having each of the possible, directed edges being chosen for inclusion independently of each other, with constant probability p. Then a kernel in the produced directed graph is a subset U of the set of vertices such that no edge exists between vertices within U while for each vertex outside U there exists an edge from this vertex to some vertex within U . This property is given below, written in the second order language of graphs (see [1] ):
The property in (3) is written in
, with F O 2 being the fragment of first order logic allowing propositions containing at most 2 variables.
Threshold behavior
In this section we study the threshold behavior of these two models, in order to define the first order properties related to trust and to specify the conditions for ensuring properties' validity or non-validity.
Threshold behavior of the Intersection graph model and trust
Here we study the threshold behavior of the intersection graph model with regard to properties expressible in the first order language of graphs. We will assume that for the edge probability p it holds p = 0, 1 since in this case the extension statement cannot hold for any random graph model.
It is easy to see that the probability of having an edge between two vertices of a random graph within this model is equal to 1 − (1 − p 2 ) m . Using this, it is also easy to see that the following holds:
Lemma 5.1 The probability that the extension statement A s,t (see Definition 3.1) fails for a random graph of the G k,m,p model is bounded from above as follows:
We will now establish conditions on p which ensure that Pr[A s,t fails in G k,m,p ] converges to 0. (4) to tend to 0 are the following:
Theorem 5.2 For the random model
• lim k→∞ p 2 m = 0 and p 2 m 1 ln(k) .
• lim k→∞ p 2 m = ∞ and p 2 m ln(k).
Proof 5.1 From Inequality (4), it follows that
We will establish conditions on the parameters k, m, p that suffice to force the right-hand side of (5) to tend to 0. These conditions will define ranges on k, m, p that suffice in order to ensure that the intersection random graph model displays threshold behavior. In order to have the right-hand side of (5) to tend to 0, for any fixed s and t, it suffices to ensure that
We have the following three cases: 
Taking logarithms, we need to have
Since p tends to 0, we can approximate
which holds if mp 2 ln(k) completing the proof of the theorem.
Threshold behavior of the fixed radius random graph model
In [13] , it was proved that the fixed radius random graph model has a threshold behavior with regard to monotone properties. More specifically, the following were proved (for full proofs see [13] ), with D 2 (R 0 ) being the probability that two random points are within R 0 distance from each other (given that they are generated at random within a circle of radius R):
Lemma 5.3 For the 2-dimensional sphere (circle) the probability that A s,t fails for G n,R0,d is bounded from above as follows:
, then Equation (8) Although the property of forming a connected graph cannot be described in the first order theory of graphs, in [6] it is shown that for slighter larger values of σ, the network is almost certainly connected. More specifically, we only need to increase the threshold probability (in the 2-dimensional case) from
to, also, ascertain connectivity in the resulting graph.
Trust considerations
We will now define a number of trust-related properties that can be studied in the context of the random intersection graph model and the fixed radius random graph model.
Let us start with a G k,m,p random graph, interpreting its parameters in the following way. We have k available computing agents and m resources (e.g. trusted service access points or computer ports, located in some server). According to the model, each of the k agents selects uniformly at random from within the set of the m resources, each of which selected independently of the others with probability p. Then two agents are connected with a "trust" edge whenever their selections contain at least one shared service (i.e. two agents do not trust directly each other -they trust each other only if they use at least one common resource). Note that the set of services could even be a set of trusted third parties that can certify the identity of each agent. Then two agents trust each other if they "use" at least one trusted resource (the trust relationship is symmetric, although in general this is not necessarily true).
Suppose, now, that we have n agents randomly distributed within a circle of radius R 0 . We first define a circle of radius C centered at each agent. Our fixed radius random graph with n agents is formed so as to include "trust" edges between agents only if their distance is at most 2C. Thus two agents establish a trusted connection if their cycles (of radius C) include shared points. These (nearby to both agents) points can be seen as "trust" elements in the same way as the m resources are seen in the context of the intersection graph model.
From this point, we can proceed along two directions using the ideas proposed in the previous sections. The first direction consists in discovering a number of global system properties related to trust, that emerge through the local trust interactions (trust edges of the model), and define ranges of the model parameters that lead to the almost certain asymptotic validity or non validity of the global property of interest.
For concreteness, let us define the following first order property:
which states that for each node x there exists at least one other node such that the two nodes trust each other. Since this property is monotone increasing, if the model parameters k, m, p obey the conditions of Theorem 5.4 then as the node population increases, the property stated above holds with probability tending to 1. Another property that can be defined is the following:
which states that the trust relationship is transitive. Again, if the conditions on the random intersection graph model parameters hold, then in the limit the trust relationship is transitive with probability tending to 1. Similarly, the trusted representatives property holds for the random intersection graph model (see discussion in Section 3.2). We can also consider the following property: at least two vertices do not have a common trust agent. If this property holds, then it may exists an direct trust connection between two agents, and neither of them be able to establish a trust connection with third entity. Now, Theorem (5.2) and Theorem (5.4) can be used in order to establish conditions under which these (and other, similar) properties hold with probability tending to 0 or 1. Especially, properties that are monotonically decreasing hold with probability 0 while their complementary properties hold with probability 1.
The second direction along which one can proceed is, in some sense, complementary to the direction outlined above. The goal is not to establish conditions for ensuring almost certain validity or non-validity of some first order property related to trust but, on the contrary, to state higher order properties in the second order language of graphs (like the separator or trusted representatives property given in Section 3.2) and show that the properties have no limiting probability, i.e. they cannot be threshold properties.
In both directions given above, the central idea is that trust is global property characterized by local interaction between system entities.
Conclusions and directions for further research
In this paper we have attempted to provide a practical and viable definition of trust for dynamically changing computing environments that can be described within the global computing paradigm. Our view is that trust can be reduced to a number of properties that appear as a limiting behavior in systems under certain conditions. These systems are modeled within the formalism of a random graph model according to the context of the target system. Then the properties can be written formally using the first and second order language of graphs. If the properties can be written in the first order language of graphs then one can use the extension statements in order to establish the conditions under which the model displays threshold behavior and, thus, all the properties hold asymptotically with either probability 0 or 1.
On the other hand (and, perhaps, more interestingly) if a property cannot be written in the first order language of graphs then one may try to see if it can be defined within the vocabulary of a second order logic fragment that has threshold behavior. Otherwise, the question of whether the property holds almost certainly or not remains open and needs the application of a more difficult to apply methodology as the one used for proving that the Kernel property is not a threshold property (see [1] ). Our view is that in order to study trust within the realm of dynamically changing complex computing systems one has to resort the discovery of formally definable trust properties (that are appropriate for the target -e.g. the separator property) and see what happens when the system grows.
One possible research direction could be the design of a kind of reductions among second order properties, the Kernel being the archetypal one, that can be used to show that other properties also do not have a threshold behavior (much like NP-completeness results) avoiding the complexity of the proof for the Kernel property. Another possible direction of research is to define random graph models that seem to hinder the appearance of threshold properties written in some second order logic fragment. This would help, for instance, to define non-desirable properties (for trust) and show that they cannot possibly hold with probability 1 as the system grows.
We hope that our paper will be a first step towards defining a methodology for studying a variety of properties (not only related to trust) using suitable random graph models and then look at the produced (by the model) systems not individually (which is impossible in a rapidly changing environment) but collectively in the limit.
